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* The Student Online Personal
Protection Act was first enacted in
Legislative 2017.

Background * The Act placed various prohibitions
on web operators that collect
student information.
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* Public Act 101-0516, which amends
the Student Online Personal

Legislative Protection Act, was signed into law
Background in August 2019.
- New requirements go into effect on
July 1, 2021.
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Scope and
Applicability of
SOPPA
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Scope and

Applicability of
SOPPA

To what entities do the new
SOPPA requirements apply?

“Operator” means, to the extent that an entity is operating in this capacity, the
operator of an internet website online service, online application, or mobile
application with actual knowledge that the site, service, or application is used
primarily for K through 12 school purposes and was designed and marketed for
K through 12 school purposes. 105 ILCS 85/5.

"K through 12 school purposes” means purposes that are directed by or that
customarily take place at the direction of a school, teacher, or school district; aid
in the administration of school activities, including, but not limited to,
instruction in the classroom or at home, administrative activities, and
collaboration between students, school personnel, or parents; and are
otherwise fror the use and benefit of the school. 105 ILCS 85/5.
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Scope and
Applicability of
SOPPA

Are there any providers of web-based
services and platforms to which
SOPPA does not apply?

Ol a%
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Scope and
Applicability of
SOPPA

What type of information is protected
under SOPPA?

“Covered information” means personally identifiable information or material
(PIl) or information that is liked to PIl in any media or format that is not publicly
available and is any of the following:

1) Created by or provided to an operator by a student or the student'’s
parent/guardian in the course of the student’s or parent/guardian’s use
of the operator’s site, service or application (e.g., student work
uploaded on an application);

2) Created by or provided to an operator by an employee or agent of the
District (e.g., student Pll entered by district personnel into a student
information system); or

3) Gathered by an operator through the operation of its site, service, or
application (e.g., a username and password or other demographic data
connected to a student).

105 ILCS 85/5.
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Is “covered information” under
SOPPA the same as “school student
record information” under ISSRA?

SCO pe an d "School student record” means any writing or other recorded information

Appl ica b| | |ty Of concerning a student and by which a student may be individually
identified, maintained by a school or at its direction or by an employee of

SO P PA a school, regardless of how or where the information is stored. 105 ILCS
10/2.
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What provisions does SOPPA require
be included in a written agreement
between a district and operator?

Written

Agreements
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What other contract
terms in data privacy
agreements should
school districts be
aware of?

Written

Agreements
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Written

Agreements

Are districts required to amend
existing operator agreements to
incorporate all of the required SOPPA
provisions prior to July 1, 20217

Except for a nonpublic school, for any operator who seeks to receive from a
school, school district, or the State Board in any manner any covered information,
enter into a written agreement with the school, school district, or State Board
before the covered information may be transferred. The written agreement may
be created in electronic form and signed with an electronic or digital signature or
may be a click wrap agreement that is used with software licenses, downloaded
or online applications and transactions for educational technologies, or other
technologies in which a user must agree to terms and conditions before using the
product or service. Any written agreement entered into, amended, or renewed
must contain all of the following . . . 105 ILCS 85/15(4).
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Written

Agreements

Is there a template that districts and
operators can use to meet the new
SOPPA requirements for written
agreements?
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National Data

Privacy
Agreement

J

Student Data Privacy Consortium
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What does the NDPA consist of?

STANDARD CLAUSES
Version 1.0 a

N atlon al Data EXHIBIT “A” EXHIBIT “B” EXHIBIT “C”
DESCRIPTION OF SERVICES SCHEDULE OF DATA DEFINITIONS
A re e | I | e nt EXHIBIT "D” EXHIBIT “E” EXHIBIT “F”
DIRECTIVE FOR DISPOSITION OF DATA GENERAL OFFER OF PRIVACY TERMS DATA SECURITY REQUIREMENTS
EXHIBIT “G” EXHIBIT “H”
ADDITIONAL TERMS OR MODIFICATIONS

SUPPLEMENTAL SDPC (STUDENT DATA PRIVACY
CONSORTIUM) STATE TERMS FOR ILLINOIS
Version IL-NDPAv1.0a (Revised March 15, 2021)
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How do districts Y=
“piggyback” onto an k'_'
existing agreement as
a subscribing district?

National Data
Privacy
Agreement
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If our district does not agree with all
of the additional/modified terms in an
originating agreement in the SDPC
database, can we enter into our own
originating agreement with the
operator?

National Data
Privacy
Agreement
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Some operators are modifying the
NDPA terms via track changes within
the document, rather than via Exhibit H.
Is this acceptable?

National Data

Privacy
Ag re e m e nt Additional %dlﬁcaﬁnns

LEA and Provider agree to the following additional terms and modifications:

This is a free text field that the parties can use to add or modify terms in or to the DPA. If there are no
additional or modified terms, this field should read “None.”

Robbins Schwartz
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Policy &
Procedure
Requirements

- ST
Procedure
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Policy &

Procedure
Requirements

Do operator agreements need Board
approval?
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Policy &
Procedure
Requirements

o2
Does SOPPA contain any policy |
requirements?
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Policy &
Procedure
Requirements

What steps should districts take to
prevent employees from entering
into operator agreements?
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Website
Posting

Requirements
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Website

Posting
Requirements

What information do districts need to
post on their websites as of July 1,
20217
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Website

Posting
Requirements

Is there a form or template districts
can use to meet the web posting
requirements?
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Notice
Requirements
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Notice

Requirements

What other notice

requirements does
SOPPA contain?

Robbins Schwartz

29

Other

Requirements

2
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What does SOPPA require in terms of
security procedures and practices?

Other
Requirements
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What are the requirements governing
parent requests for copies of their
students’ covered information?

The parent of a student enrolled in a [public] school has the right to . . . [r]lequest from
a school a paper or electronic copy of the student’s covered information, including

Ot h er covered information maintained by an operator or the State Board. If a parent
. requests an electronic copy of the student's covered information under this
Req ulreme nts paragraph, the school must provide an electronic copy of that information, unless the

school does not maintain the information in an electronic format and reproducing the
information in an electronic format would be unduly burdensome to the school. If a
parent requests a paper copy of the student's covered information, the school may
charge the parent the reasonable cost for copying the information in an amount not to
exceed the amount fixed in a schedule adopted by the State Board, except that no
parent may be denied a copy of the information due to the parent's inability to bear
the cost of the copying. The State Board must adopt rules on the methodology and
frequency of requests under this paragraph. 105 ILCS 85/33(c)(2).
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Other
Requirements

What if the district does not have
access to the covered information
being requested by the parent (i.e.,
because it is being maintained by the
operator)?
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Other
Requirements

What are the requirements governing
parent requests for corrections to factual
inaccuracies in their students’ covered
information?

The parent of a student enrolled in a [public] school has the right to . . . [rlequest
corrections of factual inaccuracies contained in the student’s covered information. 105
ILCS 85/33(c)(3)-

A. If the school maintains or possesses the covered information that contains the
factual inaccuracy, it must correct the factual inaccuracy and confirm the correction
with the parent within go calendar days after receiving the parent’s request.

B. If an operator maintains or possesses the covered information, the school must
notify the operator of the correction. The operator must correct the factual
inaccuracy and confirm the correction with the school within go calendar days after
receiving the notice. Within 10 business days after receiving confirmation of the
correction, the school must confirm the correction with the parent.
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Other
Requirements

What if the district disagrees with a
parent’s claim that their child’s
covered information is inaccurate?

After receiving a request for corrections
and determining that a factual
inaccuracy exists, a school must. .. 105
ILCS 85/33(c)(3)-
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Other
Requirements

What are the requirements governing
parent requests for deletion of their
students’ covered information?

A [public] school shall make a request to an operator to delete covered
information on behalf of a student’s parent if the parent requests from the
school that the student’s covered information held by the operator be
deleted, so long as the deletion of the covered information is not in violation
of State or federal records laws. 105 ILCS 85/27(g).
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Other
Requirements

Does SOPPA contain any training
requirements?
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Other
Requirements

What are the risks of failing to comply
with SOPPA?
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